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	Background document 
Protection of personal data in the European Union

 



The protection of personal data is a fundamental right in the European Union. "Everyone has the right to the protection of personal data concerning him or her" – Charter of Fundamental Rights of the European Union.

The personal information and data of individuals are processed in many aspects of everyday life – for

example, opening a bank account, signing up for membership of a gym, booking a flight, issuing a credit card, registering for loyalty cards in shops, etc.

What are personal data?

‘Personal data’ relate to any personal information which can be used to identify you, directly or indirectly, such as your name, your telephone number, your email address, your place and date of birth, etc.

What are the rights of individuals?

When individuals' personal data are processed, they have enforceable rights, such as: 

· The right to be informed that your personal data is being processed in a clear and understandable

Language

· The right to have access to your own data;

· The right to rectify any wrong or incomplete information;

· The right, in some cases, to object to the processing on legitimate grounds;

· The right not to be subjected to an automated decision intended to evaluate certain personal aspects relating to you, such as your performance at work, creditworthiness, reliability, and conduct; and

· The right to receive compensation from the data controller for any damage you suffer, etc.

What are a data controller's obligations?

The obligations of a data controller (i.e. an entity either in the public or private sector which is responsible for processing personal data, for example, a medical practitioner, a company, a sports club, a public administration, etc.) are the following :

· To ensure that your rights are observed (i.e. inform you, give access to your data);

· To ensure that data are collected only for specified, explicit and legitimate purposes, that they

are kept accurate and up to date and for no longer than is necessary

· To ensure that the criteria for making data-processing legitimate are observed, for example, when you give your consent, sign a contract, or have legal obligations, etc.;

· Confidentiality of the processing;

· Security of the processing; 

· Notification to the data protection authority, in some cases; and

· To ensure that, when a transfer of data occurs to countries outside the EU, these countries

guarantee an adequate level of protection.

What can individuals do if their rights are violated?

They can lodge a complaint with the Data Protection Authorities (DPAs) established in all Member States. These authorities are responsible for ensuring that rights and obligations are respected. They are also competent to hear complaints and may prohibit the processing. Individuals have at their disposal a judicial remedy for any breach of the rights and obligations guaranteed by the national law.

The European Data Protection Supervisor is responsible for monitoring processing operations carried

out by Community institutions or bodies.

The European Legislation in Data Protection

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 (the Data Protection Directive) harmonises national laws which require high-quality data management practices on the part of the "data controllers" and the guarantees of a series of rights for individuals.

Directive 2002/58/EC on privacy and electronic communications of 12 July 2002 guarantees the processing of personal data and the protection of privacy in electronic communications.

Regulation 45/2001 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data of 18 December 2000 regulates the processing of individuals' personal data when it is processed  by Community institutions and bodies.

For further information, see also : http://ec.europa.eu/justice_home/fsj/privacy/index_en.htm 
The Review of European Data Protection Rules 

The 1995 Data Protection Directive
 set a milestone in the history of the protection of personal data in the European Union. The Directive enshrines two of the oldest and equally important ambitions of the European integration process: the protection of fundamental rights and freedoms of individuals and in particular the fundamental right to data protection, on the one hand, and the achievement of the internal market – the free flow of personal data in this case - on the other.

Fifteen years later, this twofold objective is still valid and the principles enshrined in the Directive remain sound. However:
· Technological developments and globalisation have profoundly changed the world, bringing with them new challenges to the protection of personal data. Technology nowadays allows individuals to disseminate information about their behaviour and preferences easily and make it publicly and globally available on an unprecedented scale. 
· Today, personal data can be collected and processed in ways that are more sophisticated and harder to detect. The EU Charter of Fundamental Rights includes a right to privacy and the protection of personal data. These rights will face more risks as online activity increases.

· With the review of European Data Protection legislation, the European Commission is presenting its strategy on how best to address these challenges at EU level and continue to ensure a high level of data protection and the free flow of personal data within the EU.

Who will benefit and how?

Once the Commission's suggested strategy is implemented, it will benefit:

· Individuals, given that their rights will be strengthened and their personal data better protected in the EU;

· All organisations that process personal data – both public and private – which will have clearer and more coherent EU-wide rules on data protection and less red tape.
How will results of this survey be used?
Following the thorough process of review and consultation of stakeholders, the European Commission will decide on the basis of an impact assessment whether to propose new legislation. The impact assessment will analyse the present situation, as well as possible policy options that could provide better outcomes.

The results of this survey will be used in the analytical process of the impact assessment, and will be integrated as a key variable in the decision process. The European Commission attaches great value to assessing the impact of any proposals on SMEs, to highlight and avoid any excessive administrative burdens as far as possible. SMEs, because of their size, might also have a particular perspective on the impact of data protection on the ground.
�	Directive 95/46/EC of the European Parliament and of the Council of 24.10.1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data (OJ L 281, 23.11.11995, p. 31).





